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NATIONAL ASSEMBLY   

QUESTION FOR ORAL REPLY  

PARLIAMENTARY QUESTION NO.: 4465 

DATE OF QUESTION: 20 OCTOBER 2015 

DATE OF REPLY:  28 OCTOBER 2015 

 

4465.  Mr M S A Maila (ANC) to ask the Minister of Justice and 

Correctional Services:  

What steps has his department taken to adequately address the challenge of 

an increase in cybercrime to ensure that all citizens are socially and 

economically safe and do feel safe?     NO4465E

  

REPLY: 

I wish to inform the Honourable member that in terms of the Medium Term 

Strategic Framework (MTSF) for Government for the period 2014 - 2019, in so 

far as it relates to the outcome “All people in South Africa are and feel safe”, 

measures to address cyber security are identified as an area of priority. 

Appendix 3 to the MTSF and more specifically Sub-outcome 4, identify 

various aspects to improve cyber security and to create a secure, dependable 

and reliable cyber environment. Sub-outcome 4 requires the implementation 

of the National Cybersecurity Policy Framework for South Africa (the NCPF). 
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The NCPF, among others, provides for measures to address cybercrimes and 

cybersecurity in the Republic.  

 

The NCPF mandates the Department of Justice and Constitutional 

Development (the DOJ&CD) to review the cyber security laws of the Republic 

to ensure that these laws are aligned with the NCPF and provide for a 

coherent and integrated cyber security legal framework for the Republic. In 

terms of the MTSF, a Bill dealing with cybercrimes and cybersecurity must be 

approved by Cabinet for public comment and introduced in Parliament during 

2014 – 2015. 

 

In order to give effect to its mandate in terms of the NCPF, the DOJ&CD 

developed the Cybercrimes and Cybersecurity Bill (the Bill). In terms of a 

decision of Cabinet the Bill was, with effect from 28 August 2015, made 

available for public comment. The Bill addresses various shortcomings in 

existing legislation relating to cybercrimes and the protection of critical 

information infrastructures.  

 

The Bill aims to: 

(a) Create various offences which can be committed in cyberspace. These 

offences are punishable with penalties proportional to the severity of the 

offences. 

(b) Expand the jurisdiction of courts to deal with these offences 

substantially. 

(c) Provide for cyber specific procedural mechanisms to investigate 

cybercrimes. 

(d) Provide for procedures to facilitate international cooperation in order to 

address the transnational nature of cybercrimes. 
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(e) Establish a 24/7 point of contact in order to facilitate international 

cooperation in respect of cybercrimes. 

(f) Give statutory recognition to the mandates of Government departments 

and the private sector in terms of the NCPF, by providing for the 

establishment of various institutional bodies which are responsible for the 

implementation of the NCPF. 

(g) Provide for the identification and declaration of National Critical 

Information Infrastructures and for the implementation of measures to secure 

such information infrastructures. 

(h) Provide for aspects relating to evidence.  

(i) Impose obligations on electronic communications service providers, 

inter alia,  to report cyber-related offences which come to their knowledge and 

which were committed on their electronic communications systems, to the 

South African Police Service and to mitigate the impact of cyber offences.  

(j) Provide for agreements between the Republic and a foreign State or 

territory regarding cooperation in the investigation and prosecution of 

cybercrimes and various aspects which may impact on cyber security. 

(k) Repeal or amend various laws. Various current offences on the Statute 

book are assimilated in the Bill and it is therefore not necessary to have a 

duplication of offences on the Statute Book.  

(A note on the Bill is attached as Annexure A) 

 

The closing date for comments on the Bill is 30 November 2015, where-after 

the Bill will be finalised taking into account any comments received. It is 

intended to request Cabinet for permission to introduce the Bill into 

Parliament, early in 2016. 
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It is submitted that the proposed provisions of the Bill, once enacted, will have 

a significant impact on the upsurge in cybercrime in South Africa. The 

proposed legislation will protect the public, businesses and the State against 

various threats in cyberspace which may detrimentally affect South Africa.  

 

It must also be mentioned that as a result of initiatives of the Cyber Response 

Committee, additional training has been provided to the Judiciary and the 

National Prosecuting Authority to deal with cybercrime. The DOJ&CD is also 

assisting the South African Police Services with the finalization of standard 

operating procedures to deal with electronic evidence collection (the SOP's). 

The SOP's are aimed at preserving the integrity of electronic evidence 

collection to ensure that such evidence is more readily admissible in criminal 

cases.  

  

In the meantime, whilst awaiting for the legislative process referred to above, 

the National Prosecuting Authority (NPA) has been successful in prosecuting 

cyber offences using the current legislation with the conviction rate of 95.1%. 

A total of 244 cybercrime cases were finalised and 232 were successfully 

convicted.  

  

 


